
Security for Collections

Gillian Marcus, DHPSNY Preservation Specialist

Spring 2017



Documentary Heritage and 

Preservation Services for New York 

is a five year initiative to deliver 

collections-related training, 

preservation surveys, archival 

assessments, and other services to 

the historical records community in 

New York. 



Website:  dhpsny.org



Security for 

Collections

 What are common security 

risks for an archive or 

library?

 What hazards do they pose to 

your collections?

 What preventive measures 

can you take?



Why is 

Establishing a 

Security Plan 

Important?

 Helps to incorporate security 

measures into the day-to-day 

activities of an institution’s 

staff.

 Begins the conversation on 

what security means to your 

institution.



Theft: the act or crime 

of stealing

Vandalism: the act of 

causing deliberate 

destruction of, or 

damage to, private or 

public property



Motivation for Theft and Vandalism

 Playful

 Malicious

 Vindictive

 Acquisitive

 Tactical

 Ideological



Common Examples of Vandalism 

in Libraries and Archives

 Textblock or binding 

damage: partially 

ripped pages, 

writing/drawing on 

the margins, broken or 

missing spines.

 Damage from coming 

into contact with 

substances: liquids, 

food, chewing gum.





Strategies for 

Mitigating Theft and 

Vandalism Risks in 

Collections

Survey and Assessment

 Policy development

External and Internal 

Security

Patron Education

Awareness of In-House 

Security Risks



Survey and

Assessment



Survey and Assessment

 A security survey:

 Evaluates collection protection strategies in place for storage, on 

exhibition, and in transit.

 Reassesses current policies and procedures: patron registration, 

reading room policies, access and handling policies, and key 

control.

 Identifies areas of potential risk: the interior and exterior of the 

building, faulty or insufficient locks, inadequate sight lines.

 Determines which problems or concerns have occurred in the 

past, and identifies areas in which the collection is most at risk.

 Provides the information needed to create an operating Security 

Plan.



Turning the Assessment Into a Plan

 Use observations to create an outline for future action.

 Highlight areas of weakness, but also identify things that staff 

and the institution are doing well.

 Establish priorities and create discrete tasks, in order to 

make the job seem less overwhelming.



Policy 

Development 



Policy Development

 Security Plan

 Visitor Access/Handling and Use Policy

 Exhibition Policy

 Loan Policy (for loaned objects)



Anatomy of a Security Plan

Security Plan 

Key control policy

Copies of all 
policies and 
procedures 

relating to security

Checklist of 
preventive tasks

Procedures for 
responding to a 

security breach or 
theft

Information about 
security systems 
(may be issued to 
upper-level staff 

only)



Access/Handling and Use Policy

 Guidelines for patrons on procedures and policies for accessing and using 

the collections, including:

 Registration instructions: forms, ID verification,

 Written guidelines for proper handling of materials

 Use of reference slips or other record keeping

 Provision of secure storage for researchers’ personal belongings (i.e. 

lockers, a coat room)

 Procedures for checking visitors’ personal belongings before leaving 

the building.



Exhibition Policy

 Display guidelines:

 Exhibit agreements and 

waiver forms in case of 

damage or theft

 Provisions for security

 Insurance for loaned objects 

from other institutions



Exhibition Policy 

Example 

“The Meaford Museum will follow best 

practices in exhibit design, artifact 

handling and artifact conservation as 

outlined in the Meaford Museum 

Conservation Policy to provide a safe, 

stable and secure environment for all 

objects on exhibit. All borrowed 

items/exhibits will receive proper care 

and handling by all staff/volunteers. The 

Museum will only exhibit objects that can 

withstand the stress of exhibition and will 

remove any object that may deteriorate 

during its time on display.”

Meaford Museum Exhibition Policy, 

Section IV



Loan Policy

Defines guidelines for the care, 

handling, transport, security, 

installation, and exhibition of 

objects which your institution is 

lending to other institutions.



Loan Policy 

Example

“The borrower will receive, store and 

display the items in a secure, 

environmentally sound area. A signed 

and completed facilities report must be 

submitted and approved prior to any loan 

agreement…appropriate 24-hour security 

of the exhibition spaces and 

storage/preparation areas must be 

provided, including intrusion alarm 

systems and locked cases or tamper-

resistant mountings. Automatic fire 

detection and suppression systems must 

be in place.”

Exhibition Loan Policy, the Library UC San 

Diego, Section III



External and 

Internal 

Security



External and Internal 

Security Measures 

 Collection inventory

 Security systems

 Access control

 Closed-circuit cameras

 Security mounting hardware

 Book tagging

 Locking display cases

 Segregating rare or valuable items

 Establishing a relationship with your 
local first responders



Inventorying the Collections



Security Systems

 Visual deterrent

 Centrally monitored – can also be connected to fire alarms

 Automatically alert first responders 

 Perimeter and intruder alarms

 Can send security alerts to mobile phones and laptops

 Protection when the building is closed



Access Control

 Card Readers

 Proprietary Keyway

 Key Control Program



Closed-Circuit Cameras

 Visual deterrent 

 Monitor areas where staff are 
not present, “blind spots,” or 
after hours

 Can be used as evidence in 
case of theft or vandalism

 Provide an extra layer of 
security for special 
collections or particularly 
valuable materials

 Security mirrors are an 
inexpensive alternative



Security Mounting Hardware



Book and Media Security Systems



Locking Display Cases



Segregate Valuable Objects



Get to Know Your Local First 

Responders



Managing 

Visitors



 Photo ID

 Complete a 

Registration Form 

and sign a logbook

 Have rules for the use 

of the materials 

explained

 Given written 

guidelines for the 

correct handling of 

materials.

 Asked to store large 

coats or bags

Managing Researchers



+ 

 Perform a reference 

interview.  Explain rules 

for use of materials.

 Only allow necessary 

research materials into the 

reading room.

 Inspect archival materials 

before and after use.

 Monitor use of materials.

 If necessary, inspect 

researchers’ belongings 

upon leaving – usually 

patrons and researchers 

are very understanding.

Staff 

Responsibilities



Awareness of 

In-House 

Security Risks





Mitigating Internal Security Risks

 Key control

 Reference checks on new employees

 Regular inventory

 Monitor what comes in, or leaves the collection

 Security cameras

 Information on a need-to-know basis



Key 

Control

Policy 

Development 

Observation

First 

Responders

Security 

Systems

Secure 

Display 

Cases

Segregated 

Storage 

Inventory

Low and No-Cost Security 

Techniques

Managing 

Visitors

Security 

Survey and 

Assessment



Security Process Overview

Form a 
security 

committee 
(could just 

be one 
person!)

Perform a 
security 
survey

Make a 
security 

plan

Update 
and 

develop 
policies

Tackle 
areas with 
the most 

immediate 
need.

Reassess 

and 

reevaluate 

regularly





 May 2017: 

The Process of Processing: A Hands-on Approach

 June 2017:  

Disaster Response and Recovery: A Hands-on Intensive

 October & November 2017: 

Fundamentals of Caring for Paper Collections: Handling, Assessing Storage 
Needs, and Basic Care

dhpsny.org/workshops



Community: www.dhpsny.org/forum

Email: gmarcus@dhpsny.org


